
Louisiana Tech University Louisiana Tech University 

Louisiana Tech Digital Commons Louisiana Tech Digital Commons 

Master's Theses Graduate School 

Spring 5-2022 

Exploring Ransomware on The Oculus Quest 2 Exploring Ransomware on The Oculus Quest 2 

Michael Mahan 

Follow this and additional works at: https://digitalcommons.latech.edu/theses 













15 

3.5.2 Koler Sample 

Finally, a sample of Koler is used. Koler does not encrypt or manipulate any files 

but does create a persistent window that will not close and persists between device 

reboots [38]. The persistent window blocks system access and provides a ransom request 

of the device user, fulfilling both defined goals of ransomware. 

Because of the variations in targets that the malware samples have, multiple file 

types and locations are used in testing. Files and locations can be seen in Table 3-1. 

SRS provides recency, as it targets Android 10, whose attack surface the 

ransomware samples are tested against. WannaLocker and Koler samples were taken 

from the CICAndMal2017 dataset of ransomware samples provided by the University of 

New Brunswick [45]. The dataset has samples from 2015 to 2017 [46]. Android 10 was 

first released in 2019. If these samples are from 2015-2017, then they cannot be targeting 

Android 10. The samples may still function, given that Android systems allow for legacy 

Application Programming Interface (API) calls [47]. 

3.6 Selecting Test Files 

Test files were created or already on hand. The purposes of file placement and 

size were to test the WannaLocker sample, which has specific requirements for which 

files are affected. The files themselves were not selected with intent beyond availability, 

size, and type breadth. 

3.7 Setting Up The OQ2 

Before being used for each round of testing, the OQ2 must be cleaned and primed 

to ensure the integrity of data in the testing environment. The OQ2 will be considered 

clean in the factory default state. When the OQ2 is being used for a new round of testing, 
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the OQ2 will need to be reset to the factory default state. Details on Factory Reset are 

covered in Appendix B.1. Once the OQ2 is in a factory default state, a test account is 

linked and Developer Mode enabled. After Developer Mode is enabled, the OQ2 is 

primed with test files and a ransomware sample. 

3.7.1 User Sign-in and Developer Mode 

To use the OQ2, a user account must be linked to the OQ2 [48]. To facilitate 

sideloading the ransomware samples, Developer Mode must be enabled [49]. Developer 

Mode can only be enabled by an account associated with a developer organization [49]. 

Facebook account linking is a requirement for OQ2 sign-in [50]. A Tester account is used 

for sign-in and linking purposes, as Tester accounts are automatically linked to a 

Facebook account at generation. Tester account creation is covered in Appendix B.4. 

Once the Tester account is created, the cell phone with the Oculus app loaded is used to 

link the Tester account to the OQ2, as described in Appendix B.5. Communication can 

now occur between the OQ2 and the computer used. Ransomware samples can now be 

sideloaded, test files in placed storage directories, and OQ2 storage directories can be 

read. 

3.7.2 Test Data Placement and Ransomware Sample Sideload 

Test files are now uploaded. Next, the Android Package (APK) of a ransomware 

sample is sideloaded. For SRS, the SRS code is compiled through Android Studio into an 

APK and sideload through Android Studio’s interface. For the WannaLocker and Koler 

samples, the APKs are sideloaded directly to the OQ2 via ADB’s CLI interface. Android 

Studio and ADB sideloading methods are detailed in Appendix B.8. After the APK of a 

sample is loaded, the OQ2 is considered primed for testing. 
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3.8 Testing Steps 

Once the OQ2 is primed, ADB is used to confirm the test files are in the correct 

directories, specified in Table 3-1. SHA256 sums are taken of the test file masters, and of 

the test file copies on the OQ2 before and after ransomware sample activation. Test file 

integrity is verified by comparing the SHA256 sums on the OQ2 to the SHA256 sums of 

the original files on the computer, as shown in Table 3-2. The SHA256 sums for each file 

on the OQ2 and the computer must be identical to confirm test file integrity. The current 

ransomware sample is launched. A screenshot of the open ransomware sample is 

captured to confirm the successful launch. The ransomware sample is activated. The 

activation method varies per ransomware sample. A Screenshot of the activated 

ransomware sample is taken, either directly on the OQ2, or by using the streaming ability 

of the Oculus phone app and screenshotting the stream on the phone. ADB is used to 

record which files are deleted, encrypted, renamed, or moved. SHA256 sums are taken of 

the files on-device to verify file integrity, a difference in SHA256 sums between the OQ2 

and the computer for a test file indicates the test file was modified. File-unrelated, 

expected behaviors specific to each sample are recorded. The expected behavior of each 

sample is compared to the observed behavior. Behavior comparison allows an 

examination of each ransomware sample’s effectiveness. The effectiveness of each 

sample will be evidence of the available attack surface of the OQ2. 
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Table 3-1: Initial name, location, and size of each test file on the OQ2 

Test File Initial File Location File Size Test File 

donut.png /storage/self/primary/DCIM 850 Bytes donut.png 

toadWizard.gif /storage/self/primary/Pictures 
241 

Kilobytes 
toadWizard.gif 

As-we-may-
think.pdf 

/storage/self/primary/Android 
173 

Kilobytes 
As-we-may-

think.pdf 

.testConfig /storage/self/primary/ 39 Bytes .testConfig 

mouth.zip /storage/self/primary/Download 
136 

Megabytes 
mouth.zip 

MoD.pdf /storage/self/primary/Oculus 
50 

Kilobytes 
MoD.pdf 

300MB.mp3 /storage/self/primary/Music 
6 

Megabytes 
300MB.mp3 

 

A SHA256 hashing tool is used to create hashes for each test file. The hashes will 

be used as a comparison point to prove if a test file’s data has been changed by the 

ransomware samples. The hashes in Table 3-2 are taken from the computer holding the 

master file copies. Figure 3-6 depicts the usage of a SHA256 tool to obtain these hashes.  

 

Figure 3-6: The command line output of the SHA256 tool used on file masters. 
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Table 3-2: Name and SHA256 hash of each test file on the OQ2 

Test File SHA256 Hash 

donut.png 
2976f1000d4b57dab7d01c63c75825471fa4f37b97339cda35f03713bbc

d96ec 

toadWizard.
gif 

61e454cc125fc51790151380c5d014bdd804d21e855f4515deb1c968f92
42ee6 

As-we-may-
think.pdf 

993112dc2dbc7f729e3c3f9d0e69a02a46a32c7572b73eed855011bedd9
c55f3 

.testConfig 
8797e078b3dc2aba63b7f493373252089b2e2c2fab246e2342f3386d1bd

9839c 

mouth.zip 
fe795448675ec7a4fea6bc4e1e84c2baa13db04dea86e185b4cd8263b58

b9076 

MoD.pdf 
a0165846c7c89ea9aad95b54aec1f951664917fddcb750be5c4e8124623

1561e 

300MB.mp
3 

0c34aeebe709c7fc0c15e54d86800ea084fe2e4685e4cded29d872e6f5ae
a60f 

 

After placing test files on the OQ2, the SAH256 hashes are verified by using 

ADB to access the OQ2’s interactive shell and then using the sha256sum tool on the OQ2 

to generate hashes. The shell command used is detailed in Appendix C.1. The output of 

the command is depicted in Figure 3-7. 

 

Figure 3-7: Initiating interactive shell to OQ2 through ADB, then generating 
SHA256 hashes of files on-device to verify integrity after transfer to OQ2. 
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The same script is used to generate SHA256 hashes after ransomware sample 

activation in each round of testing to check if files were modified. 
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CHAPTER 4 
 

RESULTS 
 

4.1 Overview 

Testing was performed using the ransomware samples listed in Table 4-1. 

Observed file effects are listed in Table 4-2. For designations of “Some”, note that the 

WannaLocker sample’s expected behavior includes only affecting files that match 

requirements described in Subsection 3.5.1 

Table 4-1: Table describing each sample and expected file effects. 

Specimen 
Deletes 

Files 
Encrypts 

Files 
Renames 

Files 
Moves Files 

SRS No Yes Yes Yes 

WannaLocker No Some Some No 

Koler No No No No 
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Table 4-2: Table describing each sample and observed file effects 

Specimen 
Deletes 

Files 
Encrypts 

Files 
Renames 

Files 
Moves Files 

SRS No Yes Yes Yes 

WannaLocker No Some Some No 

Koler No No No No 
 

4.2 SRS Analysis 

Figure 4-1 depicts SRS just prior to activation, with the password field filled. 

Figure 4-2 shows SRS after activation, with the “DECRYPT” option selected, causing an 

attacker’s info to be displayed. 

 

Figure 4-1: SRS with password field filled in, just before activation. 
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Figure 4-2: SRS after activation, after selecting the DECRYPT option, a message 
with contact information is displayed to victims. 

SRS prefixed all files with “encrypt_” and placed the encrypted files in the 

“/storage/self/primary/” directory, as shown in Figure 4-3 and Figure 4-4. In Figure 4-4 

the hashes of all test files have changed, indicating all test files were modified. The 

summary of file effects is in Table 4-3. 

 

Figure 4-3: Files have been moved after SRS activation. 
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Figure 4-4: Files hashes have all changed, indicating modification. 

Table 4-3: Status of each file after SRS activation 

Test File Moved Modified Renamed Deleted 

donut.png Yes Yes Yes No 

toadWizard.gif Yes Yes Yes No 

As-we-may-think.pdf Yes Yes Yes No 

.testConfig Yes Yes Yes No 

mouth.zip Yes Yes Yes No 

MoD.pdf Yes Yes Yes No 

300MB.mp3 Yes Yes Yes No 
 

4.3 WannaLocker Analysis 

WannaLocker launched and displayed permission requests as shown in Figure 

4-5. After permissions were granted WannaLocker activated and crashed. When 

relaunched, the application was in post-activation view, shown in Figure 4-7. Figure 4-6 

shows files that have been untouched due to certain file requirements of WannaLocker. 

The files that were affected have were renamed with an appended suffix shown in Figure 

4-8. The summary of files affected is in Table 4-4. In Figure 4-6 we see that some test 

files no longer have the same names and so the SHA256 program cannot locate them. 


